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Abstract: 

PURPOSE: To provide an e-mail enciphering system and method 
so that e-mails are communicated safely and the e-mail 
communication is streamlined. 

SOLUTION: WWW browsers 3 included in one or more terminals 
encipher and send an e-mail via https , and deciphers an 
received e-mail , which is enciphered via the https , to display 
the e-mail on a screen. A mail server 1 stores received 
e-mails, and a WWW server 2 deciphers an e-mail, which is 
enciphered via the https and which is received from the 
terminal, and sends the deciphered e-mail to the mail server 
1 . The WWW server 2 also enciphers , via the https , an e-mail 
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which is received from the mail server 1, and sends the 
enciphered e-mail to a terminal having a WWW browser 3. 

[0029] 

The method for enciphering e-mail of the present 
invention will now be described with reference to FIG. 1. 
[0030] 

When a WWW (World Wide Web) browser 3 requests an 
httpd (hyper text transfer protocol demon) 6 for a read of 
an e-mail stored in a mail server 1, the httpd 6 requests 
a mail receiving program 4 included in a CGI (Common Gateway 
Interface) 5 to receive the e-mail. 
[0031] 

Upon receipt of the e-mail receiving request, the 
mail receiving program 4 sends e-mail receiving request to 
the mail server 1, and whereupon the mail server 1 sends 
the e-mail corresponding to the receiving request to the 
CGI , 5. The mail receiving program 4 in the CGI 5 receives 
the e-mail via the pop (post office protocol), and the CGI 
5 outputs the received e-mail to the httpd 6. 
[0032] 

The httpd 6 converts the received e-mail to an html 
(hyper text markup language) file and enciphers the html 
file with https (hyper text transfer protocols) to send to 
the WWW browser 3. 
[0033] 

In the meantime, when sending data of e-mail is sent 
to the httpd 6 from the WWW browser 3, the e-mail to be sent 
is enciphered between the WWW browser 3 and the httpd 6 and 
whereupon the enciphered e-mail is sent. 
[0034] 

The httpd 6 outputs the sent e-mail to the mail sending 
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program 4 via the CGI 5. Upon receipt of the sent e-mail, 
the mail sending program 4 further sends the e-mail to the 
mail server 1 via the smtp (simple mail transfer protocol) . 
[0035] 

In the method for enciphering e-mail, since an e-mail 
is communicated, which has been enciphered via the https, 
between the WWW browser 3 and the httpd 6, it is possible 
to prevent contents of the enciphered e-mail from being leaked 
on a network. Further, since a terminal requires no 
dedicated hardware or other device for encryption of e-mail, 
it is possible to prevent manufacturing cost of the terminal 
from increasing. 
[0036] 

An example of the screen of the WWW browser 3 in the 
enciphering e-mail system of FIG. 1 will now be described 
with reference to FIG. 2. 
[0037] 

FIG. 2 is a diagram showing an example of the screen 
of the WWW browser 3. The same reference numbers designate 
similar parts of elements in FIGS. 1 and 2. As shown in 
FIG . 2 , the WWW browser 3 accesses to a WWW server 2 to display 
a password input screen 21 thereon. The password input 
screen 21 includes items, which are communicated with 
sending/receiving program included in the CGI 5. When a 
password and a user name of the mail server 1 are inputted 
to the password input screen 21, a e-mail sending/receiving 
selecting screen 23 is displayed on the WWW browser 3 by 
the control of the CGI 5 of FIG. 1. 
[0038] 

If receiving e-mail is selected in the e-mail 
sending/receiving selecting screen 23 , an e-mail list screen 
23 is displayed so that the user sees the title list of e-mails 

3 



HEI 11-008617 

received by the mail server 1 . Further, a title of an e-mail 
which the user intents to read is selected from the title 
list, the user can reads the e-mail in an e-mail 
receiving/reading screen 27. 
[0039] 

If sending e-mail is selected in the e-mail 
sending/receiving selecting screen 23, an e-mail sending 
screen 29 is displayed so that the user creates an e-mail 
and inputs information necessary for sending the e-mail to 
the WWW server 2 . 
[0040] 

Since the communication between the WWW server 2 and 
the WWW browser 3 is completely enciphered by the https, 
the WWW server 2 receives enciphered information inputted 
by the user and enciphered information to be displayed. 
Since the mail server 1 and the httpd 6 are included in the 
identical computer even when data communicated between the 
WWW server 2 and the mail server 1 follows the pop and the 
smtp, the non-enciphered e-mail is not communicated on the 
network. Therefore, the safety for the e-mail would be 
maintained. 
[0041] 

As mentioned above, when a terminal having the WWW 
browser 3 receives an e-mail in the e-mail enciphering, the 
receiving e-mail is enciphered via the https. And when an 
e-mail is sent from a terminal having the WWW browser 3, 
the sending e-mail is enciphered by the WWW browser 3. As 
a result, it is possible to improve the security for the 
communication of e-mails. Further, since the receiving and 
sending terminals do not require a dedicated hardware or 
other device for enciphering or deciphering, it is possible 
to realize a secure terminal in low cost. 
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(57)Abstract 

PROBLEM TO BE SOLVED: To provide an encryption system 
and its method for electronic mails where transmission reception 
of electronic mails are conducted safely and efficiently. 
SOLUTION: A WWW browser 3 that is provided to at least one 
terminal or over encrypts an electronic mail by a https and 
transmits the encrypted electronic mail to a WWW server 2 and 
decodes the encrypted electronic mail by the received https and 
displays the decoded mail on a screen. Furthermore, a mail 
server 1 stores the received electronic mails. The WWW server 2 
decodes the electronic mail encrypted by the https sent from 
the terminal and sends the decoded mail to the mail server 1 and 
encrypts the electronic mail received from the mail server 1 by 
the https and sends the encrypted mail to the terminal provided 
with the WWW browser 3. 
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*K WWWt-/<3 3 £tt^<D#8*3 7tOfflf±h t t 

ps (SSL) MJiCK »t^-{t:SHTte^stt5 0 

[0 0 5 1] aS?^, tt^^iH*3 7 3&*bp<— /Hh— /-<3 

3 3^»m^^— /H£ftiSffi±Ktt^<0SB5|£3 7WWWW 
^9l/if36»fe«^^— /uort*S:Ay3^So +5 4:, W 
3f4CG I ^n^^ASr^bTA^SiXfc 
/u^— ^3 l|riS«+5 Q r<Dgl, tt 
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— sis<Dfom*h t t p s KJ; >9fft^h:SixTte^|Sn 
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[0 0 5 2] «o-c, n^*«6»«fcJ:ixtf, tt^^y 

y<3 l^#«*iXfc«^^-/KZ)aiS«tfT5» 

h t t p s tcj: 5nap-S-ft*ixfc«T-^— /uSrfflv^ 
"Cs WWWi^—^3 3 ttt^<^«B*3 7 t<Dmz&\,^X 

m^^—^^^o^i^^rr^X^^tz^, 
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[0 2] H 1 \C^m>**—^<Dm^iki/*TMz.$>rt 

So 

Id 3] yu©l«#{k^'r^o— 

1 s< 

2 WWWt-^ 

3 WWW^7^f 

4 > -/uSM^a -A-i^f^n ^ 

5 CGI (Co mm on Gateway Inte 
r face) 

6 h t t p d 

2 1 ^*J7— KA^HE 
2 3 giflWHffi 

2 5 ttt—Ar—Kmrn 

2 7 m** -;^m • RIlEHiB 

2 9 /HJHfBlffi 

3 1 ^ — /uU— 

3 3 WWWt-A 

3 5 firewall 

3 7 tfcfl^iS* 

3 9 h7-# 
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